Firmware Security Audit Report

NYARC - Nyarime Advanced Reverse-engineering Console
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Firmware 4.0.24 x64 Build202601131850
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Size 41.7MB
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Findings: 18 Critical, 12 High, 5 Medium, 528 Info
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Findings Overview

Severity CVSS Finding

CRITICAL 6.9 Password cracked: user 'root' (2x)

CRITICAL 5.3 OpenSSL liberypto.so.1.0.0 - EOL

CRITICAL 7.5 OpenSSL 1.0.0 - EOL

CRITICAL 9.1 Private key leaked: /etc/remote2/ca-certificates.d/ikuai/client.key

CRITICAL 9.1 Private key leaked: /etc/ssl/32015/ca.key

CRITICAL 9.1 Private key leaked: /etc/ssl/32016/ca.key

CRITICAL 9.1 Private key leaked: /etc/ssl/32017/ca.key

CRITICAL 9.1 Private key leaked: /etc/swanctl/ikca/rootCA.key

CRITICAL 9.1 Private key leaked: /usr/ikuai/ctriclient/priv.key

CRITICAL 9.1 Private key leaked: /usr/openresty/ssl/server.key

CRITICAL 9.1 Cloud control client: private key + certificate leaked

CRITICAL 6.1 Control client (alt): private key + certificate leaked

CRITICAL 9.1 Embedded CA: private key + certificate leaked

CRITICAL 9.1 Embedded CA: private key + certificate leaked

CRITICAL 9.1 Embedded CA: private key + certificate leaked

CRITICAL 9.1 Web server: private key + certificate leaked

CRITICAL 7.5 OpenSSL 1.0.0 - End of Life
HIGH 5.3 Generic backdoor detected (CVE-2023-50920): Lua random seed (check for predic...
HIGH 5.3 Generic backdoor detected: JSON parser library (sscanf overflow CVE in parse_...
HIGH 5.3 Generic backdoor detected: JSON parser library (sscanf overflow CVE in parse_...
HIGH 5.3 Generic backdoor detected: JSON parser library (sscanf overflow CVE in parse._...
HIGH 5.3 Generic backdoor detected (CVE-2023-50920): Lua random seed (check for predic...
HIGH 5.3 Generic backdoor detected: JSON parser library (sscanf overflow CVE in parse._...
HIGH 5.3 Generic backdoor detected: JSON parser library (sscanf overflow CVE in parse_...
HIGH 5.3 Generic backdoor detected: JSON parser library (sscanf overflow CVE in parse._...
HIGH 5.3 Generic backdoor detected: JSON parser library (sscanf overflow CVE in parse._...
HIGH 5.3 Generic backdoor detected: JSON parser library (sscanf overflow CVE in parse._...
HIGH 7.5 Remote control configuration exposed
HIGH 5.3 Generic backdoor detected: JSON parser library (sscanf overflow CVE in parse._...

5.3 User 'sshd' uses MD5crypt weak hash (2x)
31 5.3 User 'root' uses MD5crypt weak hash (2x)
32 5.3 Generic potential vulnerability: Telnet on non-standard port (potential backd...
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Detailed Findings

NYARC-001 | CRITICAL | CVSS 6.9

Password cracked: user 'root'
Description: Password '2015.ikuai8.com' found via dictionary attack
Evidence: /etc/shadow: root cracked with common password dictionary

NYARC-002 | CRITICAL | CVSS 5.3

OpenSSL liberypto.s0.1.0.0 - EOL
Description: OpenSSL 1.0.x is EOL since 2020, multiple known CVEs including RCE
Evidence: Just/lib/libcrypto.so0.1.0.0

NYARC-003 | CRITICAL | CVSS 7.5

OpenSSL 1.0.0 - EOL
Description: OpenSSL 1.0.x is EOL since 2020, multiple known CVEs including RCE
Evidence: lusr/lib/libssl.s0.1.0.0

NYARC-004 | CRITICAL | CVSS 9.1

Private key leaked: /etc/remote2/ca-certificates.d/ikuai/client.key
Description: Private key found in firmware. Anyone with the firmware can impersonate this service.

Evidence: Private Key: /etc/remote2/ca-certificates.d/ikuai/client.key Certificate: /etc/remote2/ca-certificates.d/ikuai/client.crt
subject=C = CN, ST = beijing, O = ikuai, OU = ikclient, CN = *.ikuai8.com issuer=C = CN, ST = beijing, L = bj, O =
ikuai, OU = ik, CN = *.ikuai8.com notBefore=Aug 22 09:52:29 2019 GMT notAfter=Aug 19 09:52:29 2029 GMT
serial=02 SHA1 Fingerprint=FB:07:C4:91:0E:A9:26:86:98:4D:EE:CB:33:A1:8C:B6:E1:F4:B3:2F

NYARC-005 | CRITICAL | CVSS 9.1

Private key leaked: /etc/ssl/32015/ca.key

Description: Private key found in firmware. Anyone with the firmware can impersonate this service.

Evidence: Private Key: /etc/ssl/32015/ca.key (1024-bit RSA) Certificate: /etc/ssl/32015/ca.crt subject=C = CN, ST = BeiJing,
L = Beiding, O = iKuai, OU = iKuai, CN = download.ikuai8.com issuer=C = CN, ST = Beiding, L = BeiJing, O =
iKuai, OU = iKuai, CN = download.ikuai8.com notBefore=Aug 29 04:13:19 2017 GMT notAfter=Dec 30 04:13:19
3016 GMT serial=-BD9552A22264C655 SHA1
Fingerprint=68:7C:26:F4:B4:20:1B:C5:04:AD:31:58:0E:4F:C1:04:08:6C:39:B6

NYARC-006 | CRITICAL | CVSS 9.1

Private key leaked: /etc/ssl/32016/ca.key

Description: Private key found in firmware. Anyone with the firmware can impersonate this service.

Evidence: Private Key: /etc/ssl/32016/ca.key (1024-bit RSA) Certificate: /etc/ssl/32016/ca.crt subject=C = CN, ST = BeiJing,
L = Beiding, O = iKuai, OU = iKuai, CN = download.ikuai8.com issuer=C = CN, ST = BeiJing, L = BeiJing, O =
iKuai, OU = iKuai, CN = download.ikuai8.com notBefore=Aug 29 02:15:37 2017 GMT notAfter=Dec 30 02:15:37
3016 GMT serial=92EDE6BAEB529720 SHAL
Fingerprint=B8:4C:CB:B7:53:F6:70:9E:B8:D8:20:DB:8A:34:49:BE:85:E8:30:FO0

NYARC-007 | CRITICAL | CVSS 9.1

Private key leaked: /etc/ssl/32017/ca.key

Description: Private key found in firmware. Anyone with the firmware can impersonate this service.

Evidence: Private Key: /etc/ssl/32017/ca.key (1024-bit RSA) Certificate: /etc/ssl/32017/ca.crt subject=C = CN, ST = BeiJing,
L = Beiding, O = iKuai, OU = iKuai, CN = 302.ikuai8.com issuer=C = CN, ST = Beiding, L = BeiJing, O = iKuai, OU
= iKuai, CN = 302.ikuai8.com notBefore=Sep 6 04:04:56 2017 GMT notAfter=Jan 7 04:04:56 3017 GMT
serial=E43325EF748B108B SHA1
Fingerprint=EC:29:58:77:4B:E1:99:CC:DA:74:14:A2:B9:0B:D9:D7:EF:C9:D5:36
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NYARC-008 | CRITICAL | CVSS 9.1

Private key leaked: /etc/swanctl/ikca/rootCA .key

Description: Private key found in firmware. Anyone with the firmware can impersonate this service.

Evidence: Private Key: /etc/swanctl/ikca/rootCA .key (4096-bit RSA) Certificate: /etc/swanctl/ikca/rootCA.crt subject=C = IK,
ST = beijing, L = beijing, O = ikuai, OU = ikuai, CN = ikuaitest.com issuer=C = IK, ST = beijing, L = beijing, O =
ikuai, OU = ikuai, CN = ikuaitest.com notBefore=Dec 27 01:59:58 2022 GMT notAfter=Feb 25 01:59:58 2042 GMT
serial=A1142FC16A202365 SHAL Fingerprint=A4:86:5B:9B:F1:6F:66:AF:01:B3:EE:9B:A4:90:90:56:60:DB:2A:7E

NYARC-009 | CRITICAL | CVSS 9.1

Private key leaked: /usr/ikuai/ctriclient/priv.key

Description: Private key found in firmware. Anyone with the firmware can impersonate this service.

Evidence: Private Key: /usr/ikuai/ctriclient/priv.key (4096-bit RSA) Certificate: /usr/ikuai/ctriclient/cert.pem subject=C = CN,
ST = BEIJING, O = IKUAI8 Ltd, OU = CERT 0001 OF CA REMOTE CONTROL 0002-01-0001 FOR IKUAI
ROUTERS, CN = cert0001.rm_router0002-01-0001.ikuai8.com, emailAddress = admin@ikuai8.com issuer=C =
CN, ST = BEWJING, O = IKUAI8 Ltd, OU = REMOTE CONTROL 0002-01 FOR ROUTERS, CN =
remote_control.rt0002-01.ikuai8.com, emailAddress = admin@ikuai8.com notBefore=Dec 24 02:44:23 2015 GMT
notAfter=Dec 22 02:44:23 2021 GMT serial=100000 SHA1
Fingerprint=9B:3C:A3:86:B7:65:80:CB:A8:B4:BA:77:8B:B8:53:B4:84:99:6A:2B

NYARC-010 | CRITICAL | CVSS 9.1

Private key leaked: /usr/openresty/ssl/server.key

Description: Private key found in firmware. Anyone with the firmware can impersonate this service.

Evidence: Private Key: /usr/openresty/ssl/server.key (2048-bit RSA) Certificate: /usr/openresty/ssl/server.crt subject=C =
CN, ST = Beiding, L = Beiding, O = iKuai, OU = iKuai, CN = ikuai8.com issuer=C = CN, ST = BeiJing, L = BeiJing,
O = iKuai, OU = iKuai, CN = ikuai8.com notBefore=Apr 21 07:23:05 2021 GMT notAfter=Aug 22 07:23:05 3020
GMT serial=DB6C3FFC850ABE5SE SHA1
Fingerprint=45:EF:86:D09:14:1C:AC:5B:45:CB:02:FD:BB:95:5B:75:5E:01:A3:EE

NYARC-011 | CRITICAL | CVSS 9.1

Cloud control client: private key + certificate leaked

Description: Private key and certificate pair found in firmware. Any attacker with the firmware can impersonate this service.

Evidence: Private Key: /etc/remote2/ca-certificates.d/ikuai/client.key ----- BEGIN RSA PRIVATE KEY----- Proc-Type:
4,ENCRYPTED DEK-Info: DES-EDE3-CBC,FOE01D1AC88DB129
Ts0iD/A5NDgSA2zL X4rX8iSIV2KwmCgr20v8h3hDI+FFsdYu63/Lhf74YS50LJ/4
bOjaljIXLZ3tglusicnorTxZEz+i7C6/qOYsch7KTVNk1JTQ6hwimrZhyNIs4vgi
tKT8rLnPzkw5gLmOnbdjPHXeGt8SxH/yeFaKWpQo6vwH2+DD6YHJ/haprRd2Mar5
3mRnfHelTodaWdO+td6VBd3RND3kVCyF/uUBwhIHI9IXRg4benqHIJATq4U/QymMC
AosHXFi389K45/Ck8XMxcz84+ESm|ZLyVEsS66D1GyyVqoe0B6y4e+aQnE28cFMZ
+oHPWRfbFHGtWeRw/n0fo8DVx5BSrfcO312/WIDLSMbK+s5EKN8Q974nDhqZQMP4
tcOefp4gNjhTichkSpalErSOWs1hEnILMUXR+3bsjgl9E+4nfE9dEad79L9evkds
lywPC32x6FWV|GXty1IT5gUVwA4U++WKf20j71Uh+39qEXzjOd2IRMZeRo/21EWR2
eplFp7fm2jRF74fiB91Mugh2AEhG0dgOPQucvnyh/wahKRwdTUBXxtnN2EKhN4gx
FO79S2s0B6+rDuLvjt3+tg5bPPIMe1/n8I78gnLwnHI3fOWXxWsRwxnE4MwOeP+Fj
a0zRwxX6j0apEhpMSKOJOrNCi+bH+bupDbm17WWddeseqkJIxeFplGEcJ5BfzVZER
n20GAtEL0AABjg9IR8piVQW2LC/RB62aO0/GCid6My1tYnn5deXpRIKCEru+mH58
90Q20Mxy3akJ3nFo/fBpTGyMkqye6jhruQ9XYTNU3lubavGmpFwVZQ== ----- END RSA PRIVATE KEY-----
Certificate: /etc/remote2/ca-certificates.d/ikuai/client.crt subject=C = CN, ST = beijing, O = ikuai, OU = ikclient, CN
= *ikuai8.com issuer=C = CN, ST = beijing, L = bj, O = ikuai, OU = ik, CN = *.ikuai8.com notBefore=Aug 22
09:52:29 2019 GMT notAfter=Aug 19 09:52:29 2029 GMT serial=02 SHA1
Fingerprint=FB:07:C4:91:0E:A9:26:86:98:4D:EE:CB:33:A1:8C:B6:E1:F4:B3:2F Certificate: Data: Version:
3 (0x2) Serial Number: 2 (0x2)  Signature Algorithm: sha256WithRSAEncryption Issuer: C=CN,
ST=beijing, L=bj, O=ikuai, OU=ik, CN=*.ikuai8.com Validity Not Before: Aug 22 09:52:29 2019 GMT

Not After : Aug 19 09:52:29 2029 GMT Subject: C=CN, ST=beijing, O=ikuai, OU=ikclient,
CN=*.ikuai8.com Subiject Public Key Info: Public Key Algorithm: rsaEncryption Public-Key:
(1024 bit) Modulus: 00:e€:90:43:48:da:3e:77:10:23:4d:54:h9:95:47:
4h:00:31:74:51:7b:55:9d:0c:f2:98:2e:00:e3:1c: 56:03:fc:56:97:d5:23:5¢:f5:12:32:42:4f:b0:de:
24:1¢:73:10:d7:al:ca:6d:34:23:f1:10:f7:ad:34: a2:1f:3d:b7:76:9a:4a:03:51:cc:e5:5b:e9:ee:c2:
d2:0e:23:11:4c:b6:ff:cb:41:8f:1d:85:ac:5d:58: ce:07:24:ce:de:8f:22:af:13:7e:5e:10:a5:4c:e0:
0b:d5:03:a4:9d:79:e5:bh:e2:5e:1e:7b:43:da:d1: e5:c0:0a:0e:cf:b5:5a:a2:17
Exponent: 65537 (0x10001) X509v3 extensions: X509v3 Basic Constraints: CA:FALSE
Netscape Comment: OpenSSL Generated Certificate X509v3 Subject Key ldentifier:
71:9A:96:1A:11:92:1D:83:F7:C2:EE:17:1C:D1:DE:DF:BA:D9:8F:92 X509v3 Authority Key Identifier:
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DirName:/C=CN/ST=beijing/L=bj/O=ikuai/OU=ik/CN=*.ikuai8.com serial:FB:BD:09:09:DE:43:08:9B
Signature Algorithm: sha256WithRSAEncryption 38:ac:b9:fd:1f:b5:65:08:¢9:3a:d8:69:df:e3:b3:56:46:1c:
47:4b:8e:07:09:12:57:aa:da:34:67:dd:32:cf:f7:45:b7:a3:

5e:37:11:c2:ed:26:f6:a9:h9:c8:ac:52:e5:c2:€0:38:1c:25:
81:2c:da:81:38:e4:d4:27:¢c3:7¢:90:dc:b1:39:8a:f7:59:ba:
Ob:1b:f6:76:07:b4:5¢:01:9¢:68:d3:52:51:08:d9:3d:f5:1c:
08:7d:64:1f:6d:85:0e:3a:1¢:73:35:8d:52:8d:¢c1:9d:ad:92:
75:2f:5¢:13:1a:9¢:42:16:8e:52:53:36:6c¢:9f:af:9e:dc:56:
37:09:a6:43:1¢:b7:30:d0:34:65:b9:a4:a0:6¢:e6:b5:7e:23:
43:9f:00:92:01:58:d9:e7:7d:33:30:3e:¢0:7:8e:66:72:d8:
5c:11:b6:d5:0e:39:24:d3:4f:79:d5:37:b2:f8:13:75:ea:f1:
20:66:34:ch:e7:eb:12:cc:e0:35:3e:fb:c9:e8:¢7:86:5d:33:
9d:55:d1:f0:1a:89:2¢:93:ba:6f.e4:79:fh:f8:35:3a:41:a8: 8:94:7f:55:a5:bf:0d:27:04:5e:31:fa:74:72:cf.af:8c:3f:
08:e5:f9:ed:c3:ch:fe:a8:f7:67:83:0a:8f:43:cd:22:bb:7d: bc:0d:b7:¢c2 ----- BEGIN CERTIFICATE----- XRIMBOG ----- END CERTIFICATE-----

NYARC-012 | CRITICAL | CVSS 6.1

Control client (alt): private key + certificate leaked

Description:

Evidence:

Private key and certificate pair found in firmware. Any attacker with the firmware can impersonate this service.
Private Key: /usr/ikuai/ctriclient/priv.key (4096-bit RSA) ----- BEGIN RSA PRIVATE KEY-----
MIIJKAIBAAKCAQEA9QQ1rQPfVI5SbMoOYdZqzNz1Sb77M0agE+VSm63KIC1J73MSc
VJZ+2tQE8ro8zgShhvviUggZcKTggZeNjUAIN/6yBVQAOBRI/Bj4FIzY8IOvVYtlz
a359GZW7EsMfmhsQ0JKEih1i2JWO0riwvh6h60dIKsIPbd6Dlebz3ViNWtjUC13t
NqTiFb3gMyNcl72354fFbcWRKANNK7EFVuz35DRgaRRDtjY/KOskyYBSCZO1/ES
viwFeQgUBZBL9kswoTNS7esHdg90o0ILRezt44IpHe7xqpH23/Yc0d/0YS4CsCHY1
LKE/Z69fjY Tvo2+SKDTSit9chcRWPifznZetY5Mnlcd93gS5mGCfix4AcyvmXoQx
KfN1A9pnm2XWxWsOMMLK1xlyvjxn3pbSpF/Cj7WUx3NBAUCIK7PvRt7d+tu+6MuY
S4UdzGwL 1lisseOYQ4y00jSiQLmus/yliFiQ/nf+MRZd+yK4adDcj6fQsXRNrbtLX
dG2friGi99TOft914zVH733ZRvvf+000ecynU198bvGh23ecNp/CMymY CKhi+Joi mwSIPUAI6VwmvIgjp8ECggEBAP8I88tw
3/AHykpGnCtopNob8M/Ypy22HOsymtsg79MFc28ysI2TIBk69bIH2IF2TkwE9/VZ
aRP/YHGuxxMy1rgFQuVI4OIFIID/y0dA4PzpOBQ3Yhjn2ZWekro3zjV2az6T38Mk
2GJkH034JdUCOR7d5RQ4pGZp+z/BGhkR+10GUaOWZMXEJjIVXniOYYvhXhDWagma
iIXMJlo6QAIHIuJPk/fzZAoH5BXOjTgUgOCIXQJIJmNZ+pe5jLIeGwbK31YkH++4FT1N
5uzqd+ADS/z6hL/WvFaKd6xgxplGzRqQu6vjo4j+dviJZNIjmNZyQAqgBjDCplf08
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 IMa5XBgONUTdk
ajxBzCZ4R+qjIFKbmIX9ilnxVyo8D54+P832BBE/gzccZZqSV8atRGOYCJIhLYJIVQ
5y9VUJOCaLIb2FbKPJJIOhPCxgAFBptBAoIBAGHuUeyuSB//B+00dZJL77SM5AI0X
pdgJzDw8bAYDpac7X2Pvdqgl/GsrgxYJGbAoShcPtHhAWKSYK8bZXKME2tTHFVIIJR
gF5IWMtOhoKx85CTILMLUNPLT1ockgvNIgfoUXolVsWKJIQm6W9Ina4dG46h20vTCRy
zvCjOxciHANXFARws(jjmk4JAEQ8VVOUCOErHkWOjkOr3r4SpcxtvDEV+r+nFbeh
5w/MStqx238k+pyQ/A7MIZgzsWjFCd+krmKlceUalUgQ874zVsGGrAoAz6mEf+{2
V991EHSOXAVhtHIKFqG///seYEVXxGdBtOdGeXQhaTpn7TjuYH+2c8/Igf2g= ----- END RSA PRIVATE KEY-----
Certificate: /usr/ikuai/ctriclient/cert.pem subject=C = CN, ST = BEIJING, O = IKUAI8 Ltd, OU = CERT 0001 OF CA
REMOTE CONTROL 0002-01-0001 FOR IKUAI ROUTERS, CN = cert0001.rm_router0002-01-0001.ikuai8.com,
emailAddress = admin@ikuai8.com issuer=C = CN, ST = BEIJING, O = IKUAI8 Ltd, OU = REMOTE CONTROL
0002-01 FOR ROUTERS, CN = remote_control.rt0002-01.ikuai8.com, emailAddress = admin@ikuai8.com
notBefore=Dec 24 02:44:23 2015 GMT notAfter=Dec 22 02:44:23 2021 GMT serial=100000 SHA1
Fingerprint=9B:3C:A3:86:B7:65:80:CB:A8:B4:BA:77:8B:B8:53:B4:84:99:6A:2B ----- BEGIN CERTIFICATE-----
MIIGezCCBGOgAwWIBAgIDEAAAMAOGCSqGSIb3DQEBBQUAMIGWMQswCQYDVQQGEwWJD
TIEQMA4GALUECAWHQkVJISKIORZETMBEGALUECgwWKSUtVQUK4IEXOZDErMCKGALUE
CwwiUKVNT1RFIENPTIRSTOWgMDAWMIOWMSBGT1IgUk9VVEVSUzESMCoGALUEAWW;]
cmVtb3RIX2NvbnRyb2wucnQwWMDAYLTAXLmIrdWFpOC5jb20xHzAdBgkghkiGOwOB
CQEWEGFkbWIuQGIrdWFpOC5jb20wHhcNMTUxMjIOMDIONDIzZWhcNMJEXMjlyMDIO
NDIzZWjCBOTELMAKGALIUEBhMCQO04XEDAOBgNVBAgMBOJFSUpJTkecxEzZARBgNVBAOM
CkILVUFJOCBMdGQxR]BEBgNVBAsSMPUNFUIQgMDAWMSBPRIBDQSBSRU1PVEUgQ090
VFIPTCAWMDAYLTAXLTAWMDEQRKISIEILVUFJIFIPVVRFUIMXMjAWBgNVBAMMKWNI
cnQWMDAXLNJtX3JvdXRIcjAWMDItMDEtMDAwWMS5pa3VhaTguY29tMR8wHQY JKoZI
hveNAQKBFhBhZG1pbkBpa3VhaTguY29tMIICIJANBgkghkiGOWOBAQEFAAOCAQSA
MIICCgKCAgEA9QQ1rQPfVISbMoOYdZgzNz1Sh77M0agE+VSm63KIC1J73MScVIZ+
2tQEB8ro8zgShhvviUggZcKTgqqZeNjUAIN/6yBVQAOBRh/Bj4FIzY8IOvYtlza35g
GZW7EsMfmhsQO0JKEih1i2JWOriWvh6h60dIKsIPbd6Dlebz3ViNWtHjUC13tNgTi

Fb3gMyNcl72354fFbc WRKANNK7EFVuz35DRgaRRDtjY/KOskyYBSCZO1/tE5vIwF
eQgUBZBL9kswoTNS7esHdg90olLRezt44IpHe7xqpH23/Yc0d/oYS4CsCHY1LKE/

Z69fjY Tvo2+SKDTSit9chcRWPifznZetY5Mnlcd93qS5mGCfix4AcyvmXoQxKfN1
A9pNM2XWxWsOMMLK1xIyvjxn3pbSpF/Cj7WUx3NBAUCIK7PvRt7d+tu+6MuY S4Ud

zGwL 1lisseOYQ4y00jSiQLmus/yliFiQ/nf+MRZd+yK4adDcj6fQsXRNrbtLXdG2f
riGi99TOf9142VH733ZRvvf+000ecynU198bvGh23ecNp/CMymY CKhi+Joih7/7
Bdm+mzZ7GUwbPJ63MJIJhgbKppwNBVDbIAzejOmwHLtvSPxkpu49MmtRADMu8UBfDv
ZspV44cileZtVIw4 lvotilpE9pulsde7HcNuouz2vOWHxyM6J2H1+IUCAWEAAaN7
MHkwCQYDVROTBAIWADAsBglghkgBhvhCAQOEHXYdT3BIbINTTCBHZWS5IcmFOZWQg
Q2VydGImaWNhdGUwHQYDVROOBBYEFNFRjG2/Q8K6In5EqF4EI7N+aFOBMB8GA1Ud
IwQYMBaAFMypO0r9IX2vOB6BWtmVw85u6SQ/BMAOGCSqGSIb3DQEBBQUAA4ICAQA4
iIOWLpnXgN7t99mb10D/3L7DDLB1y3a9J50ptO7wxb7L+Hr8YawSsdf/pkmD4AEBO
/ISMJ4k1/geZa2D/n57Tn6tHuU7xqdhjSo4an0jmDvvewQkwPi4z TIK5yxk6XJtN1R ----- END CERTIFICATE----- ----- BEGIN CERTIFICATE-----
MIIGKTCCBBGgAwIBAgIDEAAAMAOGCSgGSIb3DQEBBQUAMIGgMQswCQYDVQQGEwWJID
TIEQMA4GALUECAWHQkVJISKIORZEQMA4GA1UEBWWHQkVJISKIORZETMBEGALUECgwK
SUtVQUK4IEx0ZDEhMB8GA1IUECwWwWY Uk9PVCBDQSAWMDAYIEZPUIBST1VURVJITMR4w
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HAYDVQQDDBVydDAwWMDIucGtpLmIrdWFpOC5jb20xHzAdBgkghkiGOWOBCQEWEGFk
bWIuQGIrdWFpOC5jb20wHhcNMTUXM]jIOMDIzMTMyWhcNMjUxMjIxMDIzMTMyW|CB
sDELMAKGA1UEBhMCQO4xEDAOBgNVBAgMBOJFSUpJTkcxEZARBgNVBAOMCKILVUFJ
OCBMdGQxKzApBgNVBAsSMIIJFTU9URSBDT05UUkIMIDAWMDItMDEgRKISIFIPVVRF
UIMxLDAgBgNVBAMMI3JIbW90ZV9jb250cm9sLnIJOMDAwWMIOWMS5pa3VhaTguY29t
MR8wWHQYJKoZIhveNAQkBFhBhZG1pbkBpa3VhaTguY29tMIICIjANBgkghkiGOwOB
AQEFAAOCAQ8AMIICCgKCAgEAWYBgUKTWOwWz0j+sE6xC3HBIAD]RH8a4Gq/fcuGML
+12SqbeDOATI5PFWCptDKFVX7Aqs6NViIrVm80XOFp23R+ZCzXYtcNFcZ1JsflEgB
0ZPyEjoCKu7kVoRCO0yti+3Ay4sRh4+1702LZWDYQHFvKC3bRiHKs8rUIPiSST4It
rOWHNKXBMxDX+jOgMd0Ovhqf2iYHZ9KRs4BNSbdW+pEFdGmIuC5UIBoZGikWC8+x/
WpB6uPR3rp3xEcPdUYeF1xe64TFZDg62cdvxAMXSEVSIEXWYN37CQnUBzDRY4jpO
db1S0ZQ041QTIVZ2Ng1UOpjEcciOnxznYyluT3hkkdMS1tkLHqY7YrFIYhSKxy7u
Yapm5b5m9FG8b9P8TRZbwK9P1gby//OLufzZ1CZ9TZh1Gao4halCkHKL7r9Bgm8FU
pmLOGAbmMCLNIDcD61iVIFkomU1fHISCpv4Cgzhig7ngngAcG4uxshLASKVTENLLtr
mQ8yhkD5TZxTxGY|DM7ruff8fURSxoPu7QMdfFnLFhwizMTf7RwsHjvGVX0xDjhG
X+41/Fwb9UmFZXUBX9LU4KEEiToMOOj/tfzZ1KN3Y4uTtaogVdYoBeQEtzynaRFJk
2nj40YL7bhJEI4PKWEZWILNKXcgxkOfDNE+F1jBPUN3VYCEM3EhYKkCZUHTKNFGQJ
UUsCAWEAAaNQME4wHQYDVROOBBYEFMyp0raIX2voB6BWtmVw85u6SQ/BMB8GA1Ud
IWQYMBaAFDhs+J6vpOPnP57q4/Gk6igjAnOUMAWGALUJEWQFMAMBAf8WDQY JKoZI ----- END CERTIFICATE-----

NYARC-013 | CRITICAL | CVSS 9.1

Embedded CA: private key + certificate leaked

Description:

Evidence:

Private key and certificate pair found in firmware. Any attacker with the firmware can impersonate this service.
Private Key: /etc/ssl/32015/ca.key (1024-bit RSA) ----- BEGIN RSA PRIVATE KEY-----
MIICXAIBAAKBgQCwWkw28LFzV00+SWY 1kpVrxmz1uRT7L5wZyh3VzJB6ZugNcthhN
efu/CsPUkv6rHOIDgdblcLMmMWFS4X0Oea5XA+QFIEjhh5tHUZ18FLsSKwwB4DRXvIT
Irkpbh1ijzS98INSP5qIMjIHBmnNeenV96UTQvrhu5p0XVS2I1gRuFiJdQIDAQAB
AoGAHid+2PvafsmvdRbGBsIWXdxdCU/aAYhamYR4kkIAOJAHBfYzAEgsrdtwxgS0
aRTW1i9y9pglgCvli/aRtuon2LDt0IAIMn8LkvmjPyLyvET4z0sZ8/liqOILyv8E
cjpVBnjexxsWZhCiTiOAKUBNaKKrjeywxuChgCW6JIOTOqECQQDIi6P+Y8gaw8Woc
gJ9oNEPIrzgXzRM27rqweGgpfNUQKQg8ih+G2YNZR570lgGjvc5¢cGzL7tDIxY 1esl
c8QSjg+nAKEAxzYUMdL{jZKOw+uj6CyMnoAdu+B51a5dzFwGGynh82ThAvgMRTBu
WTBOO0jXdACwoPeoNBpQL2dm46T66TY4hgwJAShxppu3R5UjyLGwSrHktl+4UIBIN
7YopZYve4n6lIGCclP2mhee4+EVkMelv2I17TVhAH7JSgl1V14vgBWNgzwJAGbHC
IWwdwaWzG10RcdsTQOI1h+GqirEn6NTKIYvmK+D7JuviNb9soUH6nlcqGv8/yPNIk
bfX1dYfcjtEVbI1piwIBAJQipFo6DrVHr66iHMUecadbJ5iSX6Z7L93tjFeV2g4i
tr493M+tOzVLa7tnS6QBK53rDOCNetvbAIE6IIBIgNA= ----- END RSA PRIVATE KEY----- Certificate:
letc/ssl/32015/ca.crt subject=C = CN, ST = Beiding, L = Beiding, O = iKuai, OU = iKuai, CN = download.ikuai8.com
issuer=C = CN, ST = BeiJing, L = BeiJing, O = iKuai, OU = iKuai, CN = download.ikuai8.com notBefore=Aug 29
04:13:19 2017 GMT notAfter=Dec 30 04:13:19 3016 GMT serial=-BD9552A22264C655 SHAL
Fingerprint=68:7C:26:F4:B4:20:1B:C5:04:AD:31:58:0E:4F:C1:04:08:6C:39:B6 ----- BEGIN CERTIFICATE-----Nyarc Professional v1.2.0 | Page 7/11 | 2026-04-22 23:22:04 UTC



S/paMOLVemKegMNM+mFItxHOPbfwG3Gx0jVK+tcOdSVHXbLRZQFrLgmILWIAQ300
6PTuxoiPa/b9vL+S+ugVvxkQ ----- END CERTIFICATE-----

NYARC-014 | CRITICAL | CVSS 9.1

Embedded CA: private key + certificate leaked

Description:

Evidence:

Private key and certificate pair found in firmware. Any attacker with the firmware can impersonate this service.
Private Key: /etc/ssl/32016/ca.key (1024-bit RSA) ----- BEGIN RSA PRIVATE KEY-----
MIICXAIBAAKBgQC5kznn80Z1SJHgzI073K8HA826ztYpQ4CW2pDfofmotKedg10J
varwXW6HLCe8491TVW/AGX8t6+KUMOBIpZiSkv2IRIYj6fASuHzudPuv2MeCgmijj
k3yrrtUBV597IB8SAMJI1LItDWHpN8e40Q/VEfRWLSfDObBD5c99YIEh86NQIDAQAB
A0GAB6gba4aGJbColC2cZivkzNoUkvCVxX4TgCXkdFelhWBuxLj2zcAVnXU9ajZY
LWL5bsbHpZVnuelRm+vBbW23r15k8RGIGfc970me6ZWojlV937zc1Q/p8sH51GQO
5Ct9Imtp/VAzSoDFK/sIWoE4sQxz/XXH5nY +Xtj020dfcAECQQDsztjq9iAbcOWe
05s7yz8WCNCcCcA|IMLNt3zNUVA+Iskd8uOT2fEsYCSFby5ynfbOO0ISVOALMC/APCz
o/IXVG7BAKEAYJ1tOPHZVRO7uSTC4qSzmLCKugelt99bAIZ/k002/wGOEJIMmKZ6i
7EaYP2zxRBYP7V8AJTAY0+vE2cO9hAMucdQJAKmM2NE9vxOLnYeWnawEXUEcCXud7y
1Jfnazl53AANbHReRkvfLIcSjwoi+fZM3EkJI3Eac6QTmMNJIKYjbcNVC7KgQJANO3s
SmNO6kDpI3iOfpOr2s5BW+vdejzQ2zYNIMULjI5ReCgK1gK/w40A0ENTCHGE1pxAY
gieVdVxQLINdaYNO/QJIBAMLISKIW8/Nmaawi0GtZ1WKEDvKy1KIZ5/sXN1NupmlY
G1TDtdaNNHbeyNfLWI7NPnLMfO+unGlgp7jgJQIrtDY= ----- END RSA PRIVATE KEY----- Certificate:
letc/ssl/32016/ca.crt subject=C = CN, ST = Beiding, L = BeiJing, O = iKuai, OU = iKuai, CN = download.ikuai8.com
issuer=C = CN, ST = BeiJing, L = Beiding, O = iKuai, OU = iKuai, CN = download.ikuai8.com notBefore=Aug 29
02:15:37 2017 GMT notAfter=Dec 30 02:15:37 3016 GMT serial=92EDE68AEB529720 SHA1
Fingerprint=B8:4C:CB:B7:53:F6:70:9E:B8:D8:20:DB:8A:34:49:BE:85:E8:30:F0 ----- BEGIN CERTIFICATE----- ----- END CERTIFICATE-----

NYARC-015 | CRITICAL | CVSS 9.1

Embedded CA: private key + certificate leaked

Description:

Evidence:

Private key and certificate pair found in firmware. Any attacker with the firmware can impersonate this service.
Private Key: /etc/ssl/32017/ca.key (1024-bit RSA) ----- BEGIN RSA PRIVATE KEY-----
MIICWwIBAAKBgQDA9hst5i0bBs01uclvipAQsaalUK4HSGFirAQHMEoBdWxjO5sy
dkyfZQ4IE4A2mpSticvs0+C02DKd3mGFFej6 WKx2FOjEnr8JumrHLtXFlozZ8myw
aD51TmaRf6m9006063fRVXmYJIHNgOjy/SEHUO3mMxYcOvnKI1DGZBuwD/FQIDAQAB
AoGAL2aFaLIG/xcdo9v84r+r7h3lyNaH2YwjOBzvZGCtXUxeEsZagnu6+NDXMI6x
yTgR28tkx8mlgoQ1cuhk5k9qil+J20BtpYholcZ3TJyjrOd4WeShdmIAwyfvEgQ6
cl8wtpwSDreLxXXjV7pBAUjcjxemqqvYOkW1x+1gIEOMKOECQQDrsWmVPSu2UOLS
9sy0okyyRmBPeDFLgDIOu6MGqg8moJYm49c7X/Ld3p/+68KToKrRgZLHi4CEjkZu
JRZi2QpxAKEAQZYtp]ELUbFtwcPZ2SUUr3E+el4Y C+rAu65FidvV1viwozzZWewH7
4ZvmLOumypOE2EhSdyBQVFQFdzVDmOko5QJAdeYOScAKsK1veVZJegZB1V/M55PZ
HMpov+PunfQdn3XvBk8sgB/L715hrHQkphJVwWG1Pjg/jXuuloapds16ckQJALwoK
WtMdHD+7R5LicQcOhnXfNIWHxhzxFu59M122J+KiMjD0Od5hhZPhtiE3taGgFI9lb
kNsSzGpzM5c¢jzIVONQIAMQ/92b9AHQA7dXoFKS3KRpWBLtzvGtDoYg7Zvz5usHRI2
96gWDIqY8BLSIOESohKzyFOd5gNHrVUBENVIKOelBA== ----- END RSA PRIVATE KEY----- Certificate:
letc/ssl/32017/ca.crt subject=C = CN, ST = Beiding, L = BeiJing, O = iKuai, OU = iKuai, CN = 302.ikuai8.com
issuer=C = CN, ST = Beiding, L = BeiJing, O = iKuai, OU = iKuai, CN = 302.ikuai8.com notBefore=Sep 6 04:04:56
2017 GMT notAfter=Jan 7 04:04:56 3017 GMT serial=E43325EF748B108B SHA1
Fingerprint=EC:29:58:77:4B:E1:99:CC:DA:74:14:A2:B9:0B:D9:D7:EF:C9:D5:36 ----- BEGIN CERTIFICATE-----
MIICpDCCAg2gAwIBAgIJAOQzJe90ixCLMAOGCSqGSIb3DQEBCWUAMGOoxCzAJBgNV
BAYTAKNOMRAwWDgYDVQQIDAdCZWIKaW5nMRAwWDgYDVQQHDAdCZWIKaw5nMQ4wDAYD
VQQKDAVpS3VhaTEOMAWGALUECwwFaUtlYWkxFzAVBgNVBAMMDjMwMi5pa3VhaTgu
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 MsHgvUubRAhE2vTuYyYJYGkxY Xi/KgdE4r00= ----- END
CERTIFICATE-----

NYARC-016 | CRITICAL | CVSS 9.1

Web server: private key + certificate leaked

Description:

Evidence:

Private key and certificate pair found in firmware. Any attacker with the firmware can impersonate this service.
Private Key: /usr/openresty/ssl/server.key (2048-bit RSA) ----- BEGIN RSA PRIVATE KEY-----
MIIEowIBAAKCAQEAtvnvki3cVvbPmgHbGRDhNUI1+gYVg5nNWThZGORHqUrVgw5a
FD3ZM8IwSxwp3xNLRLWR5SEcXZ51JGMSmgz5Z21BOgk9YsZcl2NkS1TiO8YidRiq
EbWWPKCO9uRsyocnQrid1BkwyGi2cUnHEI24EIzH386L1Ye24XgR82WMgXa72SmZ
HUjwWNOE1YvmxdN1le4dUnsRrhDL5mxiiNTfin5dz/H+hRZgpGrTKMXUsAGj9mofyx
WVRxPys+tLPZTKVVHOpOLDgtK5F5cWIzoFdeWVaCwgkGyMfNnIXdk+GTUpXK3oFX
FPAEULqQGCRIN3/gMDdIDxnBN2caHU4jNbVjkkQIDAQABAOCIBAAKTHIBPfENXQelA
mFBbD4DrnvC9gzKegOjfxUmABa5ZsnY XMseUM2ngTV2RcPmGUQoWowPxEIhOjblg
upoVtKDoPRHxbj7k4krziGeTM/h5iuSxSzvindlUoK7TesDDdIcZClgDLs+zwdY|
nvggP8Zj5TC+vPNt70JyCXavGHJ+Tnabnhvw9Z5wqy9LWOZSEfxt4IMxrr3zWrP5
9uZIG2TOjR9eZfsySNRMCcW;jZtiMF3X3WAytiam/l/ukVnNHmM7pEwWUB1/KwfRrS/
0JD1MUsfFbo+/pZQMs94YamglUIpHFQ37F/5)X08mVXdpGqrRs8xjHowT TjNCAnw
rbzZaMECgYEA8ceSC30JULT7+3NAFWG7bXiTOtrdIbUXrjPk25zZ+0Ok5yPCS9T5
PsoTOVGOEXOD6BYUx7iTTT31glytoupkPar+10rOut3kRPpyifTdJIG5i6yvx0Lq
XiiA2HSUKEe6dRzW9eiHYr04ZTe9FZvz25uefRK4AT6QiLeOmf7wYFOKCgYEAwbz5
yE7Br8MXkQleUqgolyB+BbpVfAh61/Ai5h8+12Z5i04AGIVMFg21IWp/MUBSMV2xX
aDmvBJIWGPIVR{Tc/bOoJvCIPViuX5WkzhxA5iD89UbCJIzA6pQhDSNagtOrTEG/mf
HunkPmaLHO01eQioHqYVEky/CJC30Rk6t+PPHKWkCgYAPSM17udcRag+P6s4/S8ef
cGMY97z4RdnBDy/YlyBajfKLxh/vSUxKYsPqWLSBkjdBgbvYkFuHg4Y0soUrimPB
3kBz/clQ2hwnHCoHfIpKR4UiRk1gbFmMCKE7s4BnJnhcOdhlEvGIgnY mmJGropc45
SNHJIGFjceATNHO0TsyFWmQKBgDHI9Hr4uhA9j2VrU/f96 YS5FFf9IWvIMBdAZd4cNasd
14XpNjq4V/qFRMvgkLbBcKIMVeHg1lITR/XTDWAYTDvSulrFpmeVxC0V2S3UoNeFt
sEqVdq7zTDrYtZeUW4j4wgoSFI/ZgtMpKninYBJINIjggOaXI+xG3SvKmlwiRGJaZ
4BOxA0GBAJ8+QPlighJ5xw2x/LXesaEkwBwgcq5UXHNUMTDOFMR2FyCR2dS+S/Kk
XVcU5jdu3Kan30MdLImgmKPdpQdjx7JECHoHPoy7M5zaeC5Ug9564Dh17qMc+PB4
KyB/8/CxBdiDZN1wis8Q0yUasBlyxtuwp3PMLZV4KjxmenhsYfJi ----- END RSA PRIVATE KEY----- Certificate:
lusr/openresty/ssl/server.crt subject=C = CN, ST = BeiJing, L = BeiJing, O = iKuai, OU = iKuai, CN = ikuai8.com
issuer=C = CN, ST = Beilding, L = Beiding, O = iKuai, OU = iKuai, CN = ikuai8.com notBefore=Apr 21 07:23:05
2021 GMT notAfter=Aug 22 07:23:05 3020 GMT serial=DB6C3FFC850ABE5SE SHA1
Fingerprint=45:EF:86:D9:14:1C:AC:5B:45:CB:02:FD:BB:95:5B:75:5E:01:A3:EE ----- BEGIN CERTIFICATE----- Li
xlyXY2RLVOI7xiJ1GKoRtZY+QI725GzKhydCuJ3UGTDlaLZxSccSXbgQjMffzovV
h7bheBHzZYyBdrvZKZkdSPA3QTVi+bF03V7h1SexGUEMvmbGKI1N+OfI3P8f6FFm
CkatMoxdSwDgP2ah/LHBVHE/Kz60s9IMpVUfSnQsOCOrkXIxYjOgV15ZVoLCqQbl
x82eVd2T4ZNSlIcregVcU90S4uoYJHO3f+AwWN2UPGCE3Zxod TIMItWOSRAgMBAAG;
UDBOMBOGA1UdDgQWBBRxyUUUPYRZ0XgLcQQ5UtMInrZfmzAfBgNVHSMEGDAWgBRXx
YUUUPYRZ0XgLcQQ5UtMInrZfmzAMBgNVHRMEBTADAQH/MAOGCSqGSIb3DQEBCwWUA
A4IBAQArzw97INQn3KS1Vt7d8EWXE83FgPfVv1/n+U25XktID9j0zcEsYUmfLqvE
0i1Trz2tRx+gqHBAFVT3QE7p5uTaGQce3lA170KzCGiioWwg74QCUeuigwlMkmWUdE
gE6y1jllQ28U9QIWf+03B+mkoJOm+H1zze7UrvUck9BUMPLEWcwW1QWT+CF1KrxJd
EuudxREuU54i+1BI/8qISxdIWnQCIHPS5ICEBjviU1G9n2mMS67krGWCGFnhRe19ir
t9CCztcqwEXTeKKEb4n++rp31MXcirlKIXJ7TGW3AE0329hCcF+FCYYO0j85gQii2
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Kt2h4VtX/upm3aPNpINpTQogmzDW ----- END CERTIFICATE-----

NYARC-017 | CRITICAL | CVSS 7.5

OpenSSL 1.0.0 - End of Life
Description: OpenSSL 1.0.x reached EOL in 2020. Contains numerous known CVEs including potential RCE
Evidence: Jusr/lib/libssl.s0.1.0.0

NYARC-018 | HIGH | CVSS 5.3
Generic backdoor detected (CVE-2023-50920): Lua random seed (check for predictable values)

Description: Lua random seed (check for predictable values)

Evidence: lusr/sbin/ikntpget

Solution: Update firmware. Use /dev/urandom for session ID generation instead of math.random.
CVE: CVE-2023-50920

NYARC-019 | HIGH | CVSS 5.3

Generic backdoor detected: JSON parser library (sscanf overflow CVE in parse_object)

Description: JSON parser library (sscanf overflow CVE in parse_object)
Evidence: Jusr/sbin/miniupnpd
Solution: Update firmware to latest version. Review vendor security advisories.

NYARC-020 | HIGH | CVSS 5.3

Generic backdoor detected: JSON parser library (sscanf overflow CVE in parse_object)

Description: JSON parser library (sscanf overflow CVE in parse_object)
Evidence: Jusr/sbin/pmd
Solution: Update firmware to latest version. Review vendor security advisories.

NYARC-021 | HIGH | CVSS 5.3

Generic backdoor detected: JSON parser library (sscanf overflow CVE in parse_object)

Description: JSON parser library (sscanf overflow CVE in parse_object)
Evidence: Jusr/sbin/tkgen
Solution: Update firmware to latest version. Review vendor security advisories.

NYARC-022 | HIGH | CVSS 5.3
Generic backdoor detected (CVE-2023-50920): Lua random seed (check for predictable values)

Description: Lua random seed (check for predictable values)

Evidence: Jusr/ikuai/script/ik_netoptimize.lua

Solution: Update firmware. Use /dev/urandom for session ID generation instead of math.random.
CVE: CVE-2023-50920

NYARC-023 | HIGH | CVSS 5.3

Generic backdoor detected: JSON parser library (sscanf overflow CVE in parse_object)

Description: JSON parser library (sscanf overflow CVE in parse_object)
Evidence: Just/lib/libjansson.so
Solution: Update firmware to latest version. Review vendor security advisories.

NYARC-024 | HIGH | CVSS 5.3

Generic backdoor detected: JSON parser library (sscanf overflow CVE in parse_object)

Description: JSON parser library (sscanf overflow CVE in parse_object)
Evidence: lusr/lib/libjansson.so.4
Solution: Update firmware to latest version. Review vendor security advisories.
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NYARC-025 | HIGH | CVSS 5.3

Generic backdoor detected: JSON parser library (sscanf overflow CVE in parse_object)

Description: JSON parser library (sscanf overflow CVE in parse_object)
Evidence: Jusr/lib/libjansson.s0.4.13.0
Solution: Update firmware to latest version. Review vendor security advisories.

NYARC-026 | HIGH | CVSS 5.3

Generic backdoor detected: JSON parser library (sscanf overflow CVE in parse_object)

Description: JSON parser library (sscanf overflow CVE in parse_object)
Evidence: Jusr/sbin/cre
Solution: Update firmware to latest version. Review vendor security advisories.

NYARC-027 | HIGH | CVSS 5.3

Generic backdoor detected: JSON parser library (sscanf overflow CVE in parse_object)

Description: JSON parser library (sscanf overflow CVE in parse_object)
Evidence: lusr/shin/ik_rc_client
Solution: Update firmware to latest version. Review vendor security advisories.

NYARC-028 | HIGH | CVSS 7.5

Remote control configuration exposed
Description: Cloud control server endpoints visible in firmware

Evidence: etc/remote2/ikuai.conf{  "as_server"{ "host":["as-v4.ikuai8.com:9444"],
"ca_path":"/etc/remote2/ca-certificates.d/ikuai"  }}

NYARC-029 | HIGH | CVSS 5.3

Generic backdoor detected: JSON parser library (sscanf overflow CVE in parse_object)

Description: JSON parser library (sscanf overflow CVE in parse_object)
Evidence: lusr/sbin/ik_stats_collect
Solution: Update firmware to latest version. Review vendor security advisories.

NYARC-030 | MEDIUM | CVSS 5.3

User 'sshd' uses MD5crypt weak hash
Description: MD5crypt ($1$) is a weak algorithm, recommend migration to SHA-512 ($6%)
Evidence: letc/shadow: sshd:$1$BKY7uz3G$vwsdPaPb...

NYARC-031 | MEDIUM | CVSS 5.3

User 'root' uses MD5crypt weak hash
Description: MD5crypt ($19) is a weak algorithm, recommend migration to SHA-512 ($6$)
Evidence: letc/shadow: root:$1$9.EU8ItY $z4EfK4AVQ...

NYARC-032 | MEDIUM | CVSS 5.3

Generic potential vulnerability: Telnet on non-standard port (potential backdoor)

Description: Telnet on non-standard port (potential backdoor)
Evidence: /sbin/sysinit
Solution: Review this component for proper input validation and access control.
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